NopeTrap Family Plan

Card Skimmers at the Pump & ATM — Don't Get Played. Print it. Fill it in. Put it on the fridge.

Warning signs
« Abroken or missing security seal on
the pump door

« A card slot that's loose, bulky, or a
different color

« Akeypad that feels thick or spongy
« A pump far from the store window

What to do

1. Tap to pay or use a phone wallet
when you can.

2. Use a credit card, not debit, at the
pump.

3. Pick a pump close to the store.

4. Wiggle the card reader before you

pay.
Turn on text alerts for every card.

Run debit as credit so you don't type
a PIN.

« Small charges you don't recognize —
thieves test cards 5.

« Skimmers can hide inside the pump, 6.
SO you may not see one

OUR 10-MINUTE CARD CHECKLIST
[ Text alerts on for every card [ Tap-to-pay set up [ Bank fraud nhumber saved
Family rule: any weird charge — call the bank first, then tell the family.

Emergency contacts Report it

« Your bank or card company — call
the number on the back of your card

FTC: ReportFraud.ftc.gov and
|dentity Theft.gov

« FBIIC3: ic3.gov

Name / phone:

Name / phone: ¢

My bank's fraud line:

Card fraud line (back of card):

o Elder Fraud Hotline (age 60+): 1-
833-FRAUD-11 (1-833-372-8311),
Mon-Fri 10am-6pm ET

Real case: One crew stole at least 8,229 card numbers
from gas pumps (U.S. Secret Service, 2023).

Local police (non-emergency):

NopeTrap: Don't Get Played — free to print and share. Not legal or financial advice. Sources: FTC, FBI IC3, DOJ.



